T ot e @1 saiey, EEK) Seud AeR, Sal, aed-781171
OFFICE OF THE CONTROLLER OF DEFENCE ACCOUNTS
UDAYAN VIHAR, NARANGI; GUWAHATI: 781171. : Azadiy,
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IMPORTANT CIRCULAR NO.- 120
(Through Website only)
No. CDAGUW/IT&SW/11/WAN/2022 Dated:- 08/12/2022

Subject: Advisory regarding prevention of data breach

Please find a copy of HQrs. Letter no. Mech/IT&S/810/Cyber Security dated 06.12.2022
regarding incidents of data breach and data IeakS‘affecting\‘data/PCs and emails in the official
environment.

2. In this regard advisory issued by CERT is self explanatory.
3. It is requested to ensure the strict compliance of the advisories by all Officers and Staffs of

Main Office and Sub-Offices under jurisdiction of CDA, Guwahati.

)
(Nangkoi Gohain)
GO (IT)

Distribution:

All sections of M.O. CDA Guwahati

All GOs/ SAOs/ AOs/ AAOs and Staffs of M.O. CDA Guwabhati
All Sub-Offices under CDA Guwahati

P.S. to CDA

PO NeE

(Dhipran Biswas)
Accounts Officer (IT)
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CIRCULAR - _
No. Mech/ IT&S/810/Cyber Security , - Date: 06/12/2022
Te
All PCsDA/CsDA/PCAFys)Pr.IFANFA
Sub: Advisory regarding prevention of data breach.

A rise in incidents of data breach and data leaks affecting data/ PCs and emails is being
continuously observed in the official environment. Attackers use a variety of techniques to gain
access to the internal nétworks,servers and databases. Also, attackers exfiltrate data and then
deploy ransom ware to encrypt the data they have stolen and release the stolm data in public
dotmain.

2. In this regard, CERT-In has issued an Advisory targeting the prevention practices of the
~ data breach.

3 In view of the above, the following instructions mentioned in the CERT-In Advisory
letter may please be circulated in all the sections/sub offices under your organization for strict
compliance by all. The instructions for compliance are as follows: %

a) Usage of strong and unique passwords for all the online accounts. Use different
passwords for different online accounts. Enable two-factor authentication
wherever available. , =

b) Regularly update all the software on computers and other
devices. Install a reputed anti-virus solution on systems, keep it updated and
configure it to run seans periodically.

¢) Be wary of clicking links received in unsolicited SMS messages or emails. Do
not open email attachments from unknown senders. Limit sharing personal
information on public online forums.

d) While making online payments, ensure that the merchant website as well as the
payment gateway websites are running on HTTPS and have a valid certificate
”(,usually shown as a "green lock" symbol near the address bar in most
browsers).

¢) Do not share personal information, OTPs etc. over phone calls purporting to
cem‘e‘ from customer service, bank etc. Refuse to install any apps on
smartphone / computer if asked to do so by an unknown person over phone
call or in person. [
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It is advised to use Linux on internet connected PCs. |
Employees must be advised to avoid mixing personal with work
email and/or work documents, or allowing someone they shouldn't , to use their
official device or sharing official information with them. |

Identify and classify sensitive/personal data and apply measures for
encrypting such data in transit and at rest.

1) Develop and maintain strong policies enforeing strong passwords (password
management) . |
4., In continuation to the above, the followings steps should be followed for prevention in
email data breaches: | |
i.  The user needs to change the password from a computer whwh is Virus/malware
free.
ji.  Get the machine scanned with latest patches of Anti Virus on wmch one is

accessing the mail and also get their OS updated with the latest patches.

iii.  Check whether any key logger is present in the system.
iv.  The users need to ensure that the "REMEMBER PASSWORD" option lsn'i
- configured anywhere i.e. in the browser or in POP client i.e. outlook, thunder bird
elc. '
5. All Controllers are advised to ensure strict compliance of the gmdehms gwf:n above

Action taken report may please be forwarded to HQrs office .

Jt. CGDA (IT&S) has seen.

(Neez i Surendran)
Sr. ACGDA (IT&S)




